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Abstract 

Biometrics is the science of establishing security for person identification. It refers to the automatic recognition of a 

person based on his/her physiological or behavioral characteristics. It is possible to confirm or establish an 

individual’s identity based on the traditional methods involving passwords and PIN numbers for its accuracy and 

case sensitiveness by using biometrics. Examples of such applications include secure access to laptops, buildings, 

cellular phones, computer systems and ATMs. In the absence of strong personal recognition schemes, these systems 

are vulnerable to an impostor. In this paper, a brief overview for biometrics is presented. Various biometrics 

modalities are compared based on different perspectives and their feature sets described. In conclusion it is observed 

that no single biometric can effectively meet the requirements of all applications. Therefore there is a need to 

combine two or more biometric features for foolproof personal identification. 
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Introduction 
Biometric system is essentially a pattern-recognition system that recognizes a person based on a feature vector 

derived from a specific physiological or behavioral characteristic that the person possesses Prabhakar (2003). The 

biometric system is classified into two categories: physiological features biometrics and behavioral features based 

biometrics. 

 

Physiological Features Based Biometrics. 

The physiological features based biometrics includes face, iris image, finger prints, thumb prints, palm print,  finger 

veins, hand geometry, DNA sequence etc. 

 

Face recognition system analyzes the face on static images and video –based approaches. Age is an important 

attribute of human face. Identification and verification problems may be solved by using face recognition system. 

Faced is used as a personal identification method in the areas of multimedia security, home security and searching 

for missing individuals Wang (2007). Face based recognition techniques store face images through a high definition 

digital video camera and uniquely identify a persons on the basis of face metric and Eigen face properties. A human 

face can be easily altered through surgery or mask. The face of a person changes from childhood to become old age 

citizen Ko (2009). Therefore, face recognition based system is not a robust system for personal identification. In 

illness, the voice of a person may change and hence voice based biometric system is also not a foolproof system. 

 

Iris is used for personal identification in highly secured zones e.g. nuclear reactors. Iris recognition system includes 

image acquisition, iris localization and matching iris patterns. Iris recognition methods scan the iris image with the 

help of digital camera and authenticate a person on the basis of iris characteristics. In retina based identification the 

retina image is captured using infrared scanning techniques.  Fingerprint based identification is one of the most 

important identification techniques. Specific fingerprints can be identified by the patterns of ridges, furrows, and 

minutiae points. Veins of the palm are unique for every individual Septimiu (2010). 

 

Hand Geometry based identity verification techniques  are implemented using the characteristics of hand geometry 

(length of hand length of finger, width of finger, structure of finger, thickness of palm, and width of palm) Kumar 

(2006). Palate based recognition based biometric system can be used for personal recognition. Palates are unique for 

each individual and remain stable during the growth of a person Shetty (2020). 

 

Limitations of Physiological Features Based Biometrics 

The degradation of fingerprint caused by occupation is a disadvantage of fingerprint based identification. The 

fingerprints may be altered or modified by using certain unfair means approaches. Hand geometry based 
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identification system has low accuracy because two or more persons may have similar hand geometry Kumar 

(2006). Iris based identification is a secure biometric system but the acquisition of an iris image require more 

training and it is difficult to capture. The DNA sequence based identification system cannot be used for online 

identification. Identical twins can have same DNA sequence. 

 

Finger veins based biometric identification system is not applicable for identifying a handicapped person. In palm 

print based identification methods, the area of palms does not remain the same during the life period. Identify a 

person using ear geometry based identification system has very high false acceptance rate. 

 

Behavioral Features Based Biometrics 

The behavioral features are the features which are extracted from day to day sociological behavior of a person. The 

behavioral features used for personal identification are gait, signature, voice, lip motion, body language and 

handwriting etc. Gait signatures are used for personal identification. In this identification method the system 

captures gaits signature with the help of a high resolution digital camera. The features of gait signatures are 

extracted and these features are compared with stored gait signature of database. On the basis of matching results a 

person is either accepted or rejected by the system. Today, many biometric technologies are available. Amongst 

these technologies, voice based identity validation has a unique edge. The human voice is unique because of 

physiological and behavioral aspect of speech production. The human voice includes numerous characteristics e.g. 

cadence, frequency, pitch, and tone.  Voice based biometric solutions create a voice prints which is a template of the 

characteristics of unique voice. A particular person can be identified on the bases of this unique feature of voice. 

 

Limitations of Behavioral Features based Biometrics. 

The behavioral features based biometrics systems have low accuracy, high false acceptance rate (FAR) and low false 

rejection rate (FRR). The gait signature, lips motion and body and body language of a person can easily be 

mimicked by another professional. The voice of a person changes over time and it may also change in coldness. 

Therefore a single behavioral features based biometric system will not be sufficient for identifying a person. 

 

Review of Literature 

 

In this section the author has discussed some research papers which had been previously undertaken in the field of 

biometric system: Mary Loured R (2010) had elaborated about the issue of selection of an optimal algorithm for 

matching the fingerprint in order to design a system that matches required specifications in performance and 

accuracy. Srinivasulu Asadi (2010) has discussed the different face recognition techniques by considering different 

test samples. Khattab M. Ali (2011) has implemented the iris recognition algorithm using histogram equalization 

and wavelet techniques. Tiwalade O.Majekodunmi, Francis E.idachaba(2011) has explained in his review paper 

about the four techniques i.e. fingerprint recognition, face recognition, iris recognition and speaker recognition and 

the mode of operation of each technique with their advantages and disadvantages. 

 

Mode of Biometric System 

 

A biometric system consists of four basic components: 

• Sensor – It collects data and then converts the information to a digital format. 

• Signal processing algorithms – It perform quality control activities and then develop the biometric 

template. 

• Data Storage – It keeps information that new biometric templates will be compared to 

• Matching algorithm – It compares the new biometric template to one or more templates in data storage 

• Decision Process – It uses the results from matching component to make a system-level decision (either 

automated or human-assisted) 
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Fig.1 Mode of Biometric system 

 

Most biometric technology systems use the same basic principles of operation. First, a person must be registered, or 

enrolled, on the biometric system.   

 

1. Enrollment: The process by which a user’s biometric data is initially acquired, accessed, processed, and stored in 

the form of a template for ongoing use in a biometric system is called enrollment. Subsequent verification and 

identification attempts are conducted against the template(s) generated during enrollment.  

 

2. Presentation: Presentation is a process by which user provides biometric data to an acquisition device-the 

hardware used to collect biometric data. Depending on the biometric system, presentation may require looking in the 

direction of a camera, placing a finger on a platen, or reciting pass phrase.  

 

3. Biometric data: The biometric data users provide in an unprocessed image or recording of a characteristic. The 

unprocessed data is also referred to as raw biometric data or as a biometric sample. Raw biometric data cannot be 

used to perform biometric matches. Instead, biometric data provided by the user during enrollment and verification 

is used to generate biometric templates, and in almost every system is discarded thereafter. Thus Biometric systems 

do not store biometric data-systems use data for template creation. Enrollment requires the creation of an identifier 

such as a username or ID. This identifier is normally generated by the user or administrator during entry of personal 

data. When the user returns to verify, he or she enters the identifier, and then provides biometric data. Once 

biometric data has been acquired, biometric templates can be created by a process of feature extraction.  

 

4. Feature extraction: The automated process of locating and encoding distinctive characteristics from biometric 

data in order to generate a template as called feature extraction. Feature extraction takes place during enrollment and 

verification-any time a template is created. The feature extraction process includes filtering and optimization of 

images and data in order to accurately locate features. For example, voice-scan technologies generally filter certain 

frequencies and patterns, and finger-scan technologies often thin ridges present in a fingerprint image to the width of 

a single pixel. Since quality of feature extraction directly affects a systems ability to generate templates, it is 

extremely important to the performance of a biometric system. 

 

Biometric Technologies  

 

Fingerprint Identification Fingerprint identification is the method of identification using the impressions made by 

the minute ridge formations or patterns found on the fingertips. No two persons have exactly the same arrangement 

of ridge patterns (even identical twins), and the patterns of any one individual remain unchanged throughout life.  

 

Hand Geometry When measuring hand geometry biometrics, three-dimensional image of the hand is taken and the 

shape and length of fingers and knuckles are measured. Hand geometry has been in use for many years in various 

applications, predominantly for access control. The technology does not achieve the highest levels of accuracy but it 

is convenient and fast use. On the capture process a user places a hand on the reader, aligning fingers with specially 
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positioned guides. Cameras, positioned on above and on the side of hand capture images from which measurements 

are taken at selected points.  

 

Face Recognition Face recognition technologies analyze the unique shape, pattern and positioning of facial 

features. The face is natural biometric because it is a key component in the way we humans remember and recognize 

each other. Face recognition is very complex technology and largely software based. Artificial intelligence is used to 

simulate human interpretation of faces. The problem with human face is that people do change over time; wrinkles, 

beard, glasses and position of the head can affect the performance considerably. To increase the accuracy and adapt 

to these changes some kind of machine learning has to be implemented. There are essentially two methods of 

capture: using video or thermal imaging. Video is more common as standard video cameras can be used. The precise 

position and angle of the head and surrounding lightning conditions may affect the system's performance.  

 

Finger Geometry  
Finger geometry biometric is very closely related to hand geometry. The use of just one or two fingers means more 

robustness, smaller devices and even higher throughput. Two variations of capture processes are used, first being 

similar to hand geometry presented above. The second technique requires the user to insert a finger into a tunnel so 

that three-dimensional measurements of the finger can be made.  

 

Palm Scanning Palm biometrics is close to finger scanning and in particular AFIS technology. Ridges, valleys and 

other minutiae data are found on the palm as with finger images. Main interest in palm biometrics industry is law 

enforcement as latent images - "palm prints" - found from the crime scenes is equally useful as latent fingerprints. 

Certain vendors are also looking at the access control market and hope to follow the footsteps of finger scanning.  

 

Signature is one of the most accepted methods of asserting ones identity. As we normally use it the signature is 

scrutinized as a static trace of pen on the paper. In digitized form the static geometry of signature is not enough to 

ensure the uniqueness of its author. Signature biometrics often referred to dynamic signature verification (DSV) and 

look at the way we sign our names. The dynamic nature differentiates it from the study of static signatures on paper. 

Within DSV a number of characteristics can be extracted from the physical signing process. Examples of these 

behavioral characteristics are the angle of the pen is held, the time taken to sign, velocity and acceleration of the tip 

of the pen, number of times the pen is lifted from the paper. Despite the fact that the way we sign is mostly learnt 

during the years it is very hard to forge and replicate. Signature data can be captured via a special sensitive tablet or 

pen, or both. On some simpler cases equipment found rather cheap from normal computer stores can be used. A 

variation on these techniques has been developed and is known as acoustic emission. This measures the sound that a 

pen makes against paper. Because of the behavioral nature of signature, more than one signature enroll is needed so 

that the system can build a profile of the signing characteristic 

 

Voice Scanning Voice biometrics examines particularly the sound of the voice. Therefore it has to be distinguished 

as a technology from the also very much researched field of speech recognition. On the following these few closely 

related but different terms are explained. Speech recognition can be defined as a system that recognizes words and 

phrases that are spoken. Voice identification has been derived from the basic principles of speech recognition. [1] 

 

Table 1 Characteristic features of biometric technologies  

Characteristics  Fingerprints Hand 

geometry 

Retina Iris  Face Signature Voice  

Easy use High High Low Medium Medium High High 

Error incidence Dryness, 

dirt, age 

Hand 

injury, age 

Glasses Lighting Lighting 

age, 

glasses, 

hair 

Changing 

signature 

Noise 

colds 

Accuracy High  High Very high Very high High High High 

User 

acceptance 

Medium Medium Medium Medium Medium High High 

Long term 

stability 

High Medium High  High Medium Medium Medium 

H= High, M= Medium, L= Low. 

Source: Caldas (2007) 
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Table 2. Performance of some selected Biometric Technologies. 

Biometri

cs 

Universali

ty 

Uniquene

ss 

Performan

ce 

Collectabili

ty 

Performan

ce 

Acceptabili

ty 

Circumventi

on 

Retina H H M L H L H 

Face H L M H L H L 

Finger 

print 

M H H M H M H 

Hang 

geometry 

M M M H M M M 

DNA H H H L H L L 

        

H = High, M = Medium, L = low 

Source: Caldas (2007) 

 

Biometric Applications 

 

Biometrics is a rapidly evolving technology that is being widely used in forensics, such as criminal identification 

and prison security, and that has the potential to be used in a large range of civilian application areas. Biometrics can 

be used to prevent unauthorized access to ATMs, cellular phones, smart cards, desktop PCs, workstations, and 

computer networks. In automobiles, biometrics can replace keys with keyless entry devices. 

 1. Government - Passports, national identification (ID) cards, voter cards, driver’s licenses, social services, and so 

on.  

2. Transportation - Airport security, boarding passes, and commercial driver’s licenses. 

 3. Healthcare - Medical insurance cards, patient/employee identity cards.  

4. Financial - Bankcards, ATM cards, credit cards, and debit cards.  

5. Security - Access control and identity verifications, including time and attendance.  

6. Public justice and safety - Prison IDs, county probation offices‟ use for identification of parolees, county 

courthouses‟ use for ID systems.  

7. Education - Student/teacher identity verification and access control. Biometrics is now being implemented in 

large-scale ID systems around the globe. Many new passport and national ID card systems use some type of 

biometric encoded in a bar code or smart chip.  

8. Access control - one of the most traditional of applications for biometrics, accessing buildings, offices, cars, and 

even homes are applications for biometric implementations.  

9. Time and attendance - a growing number of work places are implementing biometric technologies to allow 

employees to “punch the clock”. This prevents employees from “buddy punching” and ensures that employee 

productivity actually matches up with recorded times.  

10. Law enforcement - while this is a substantial section of the market for fingerprint scanners, the hardware is often 

different than commercially targeted hardware, geared for collection of a large number of one individual. There are 

also a few tests being done now in prisons where biometrics is used to identify and track prisoners at high security 

facilities. [2][3][4] 

 

Table 3. Merit and Demerit of Biometric Technology. 

Biometrics Advantages Disadvantages 

Facial recognition  It does not require any co-operation 

of the test subject to do any work. 

This performs massive identification 

which usually other biometric system 

can’t perform. 

Face recognition isn’t perfect and 

face challenges to perform under 

certain conditions. Not much 

effective for low resolution images. 

Iris High accuracy and High recognition 

process speed. 

Scalability along with the speed is 

significantly advantageous. 

Iris scanners tend to be more 

expensive in comparison with 

additional biometrics. 

Iris recognition is vulnerable to 

inadequate image quality. 



              Proceedings of the 2
nd

 International Conference, The Federal Polytechnic, Ilaro, 10
th

 – 11
th

 Nov., 2020 

 

2161  Oloruntoba Samson  Abiodun 

Finger print A fingerprint pattern has 

individually distinctive composition 

and characteristic remains the same 

with time. It is easy to use along 

with the high verification process 

speed and accuracy. 

Cuts, marks transform fingerprints 

which often has negatively effect on 

performance. 

Finger prints aren’t private. The 

finger prints are for life time and 

there is no way to 

get back to a secure situation. 

Finger Vein Vein patterns need only low image 

resolution. The level of accuracy 

from vein recognition systems is 

quite outstanding 

Expensive: The actual technologies 

seriously aren’t cheap enough for 

bulk deployment. Larger Size: The 

existence of CC camera 

makes the system larger than a 

fingerprint scanner. 

Voice recognition This technique helps those people 

who have difficulty of using their 

hands. It does not require any 

training for users 

May hacked with prerecorded voice 

messages. Possesses primary amount 

of time for 

adjustment with each user's voice 

 

The Need for Multi-Biometric System Based Identification Methods 

A single biometric feature based model is not sufficient for foolproof personal identification because it may suffer 

from many problems e.g. sensitivity to noise, intra-class variability, data quality, non-universality (due to incorrect 

data), intra-class variations (due to incorrect interaction with sensor), inter-class similarities (due to overlap), and 

spoof attack. Therefore, we need to combine two or more biometric features for foolproof personal identification. 

Few of the well-known and established biometric feature combinations are: palate and DNA, heartbeat – head & 

voice, iris- DNA & thumbprint, voice- lip motion & head movements, Iris- veins & hand geometry, facial 

expressions- heartbeat & speech, finger prints- speech & face. 

A multi-biometric identification system resolves the problems of single biometric system based identification 

methods. 

 

Conclusions and Recommendations 

 

Biometric authentication refers to automated methods of identifying or verifying the identity of a living person in 

real time based on a physical characteristic or personal trait. Each physiological and behavioral characteristic has its 

own limitations e.g. lip motion, body language and voice of a person can be mimicked easily.  The physiological 

features like palm prints, hand geometry, finger veins, and heartbeats have very high false acceptance rate. Thus a 

single biometric feature based approach is not reliable and secure. It cannot identify a particular person 

independently. Therefore, a single feature based biometric system will not be sufficient for fool proof identification 

of a person. A combination of two or more physiological and behavioral features of a person is highly recommended 

for personal identification because it has a high accuracy and low false rejection rate.  
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