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Abstract 

Big data is a data analysis methodology enabled by new technologies and architecture. Due to large amounts of 

data, it is very difficult to perform effective analysis using existing traditional techniques. Large data with the 

following properties: volume, speed, variety, variability, cost, and complexity, pose many challenges. Cloud 

computing provides a reliable, error-tolerant, accessible, and changeable environment for providing a large 

number of distributed data management systems. Cloud computing provides fundamental support for solving 

challenges with shared computing resources, including computing, backup, networking, and analytics software. 

The use of these resources has promoted impressive advances in big data. In this article, we explore two 

boundaries: Big Data and Cloud Computing: Reviews benefits of Big Data Analysis in Cloud and Big Data in 

the Cloud. Because Big Data is responsible for storing and processing data, the cloud provides a reliable, 

accessible, and changeable environment for Big Data systems to operate. Big data is defined as the amount of 

digital data received from various technological sources, such as sensors, digits, scanners, digital modeling, cell 

phones, the Internet, videos, social networks. The rapid growth of big data is seen as a problem. Clouds are 

evolving and providing solutions for the Big Data environment, while traditional storage cannot meet the 

requirements of Big Data, in addition to the need to exchange data between different distributed storage 

locations. Cloud computing provides solutions and troubleshooting Big Data. Moreover, many businesses aim to 

combine the two techniques to reap more business benefits. Both technologies aim to improve company's 

revenue while reducing the cost of investment. Cloud manages local software while Big Data helps with 

business decisions 
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Introduction  

The advent of Internet and rapidly increasing popularity of mobile and sensor technologies have led to an 

outburst of data in the systems and web world. This data explosion has posed several challenges to systems, 

traditionally used for data storage and processing. In fact, the challenges are so grave that it would not be wrong 

to state that traditional systems can no longer fulfill the growing needs of data-intensive computing. Big data is a 

term for large and complex sets of data in which traditional methods of processing data are insufficient. Thereby 

needed to be analyzed to gain its value either the trends, patterns or behavior anything related to the people or 

customers. Though data comes from the rapid growth of volume, yet it does rapidly and efficiently processing 

those data refers to velocity of data processing. Big data analytic leads to more precise analysis thus helps to 

bring more accurate decision-making and better performance. Big data are collected either through structured or 

unstructured data sources (online or offline). Unstructured data can come from social media (Facebook, 

Instagram, Twitter posts, etc) (Zulkarnain, N. et al, 2016). In businesses, both sources are used to understand the 

patterns of the customers. Indeed, an organization nowadays relies the fact that any data could be analyzed and 

used to reveal patterns of their customers. In order to clear out this bottleneck, Big Data Analytics comes into 

play, wherein several big data tools, techniques and methodologies are acquired by organizations for extracting 

the Right Data from these huge sets of unstructured data (Saif S. et al, 2018) 

As cloud computing is transforming IT, huge amounts of computing power are needed with the help of the 

internet to store and analyze this data. Cloud computing has reshaped the way computers are being used to 

process data. Cloud has made it very simple for data storage compared to traditional data storage. Cloud 

computing provides scalable resources on-demand and has changed the way data is stored and processed. 

Cloud computing is a powerful data analytics approach that has become vital to the growth of big data in the big 

industry. Today, two major IT technologies are at the heart of Big Data and Cloud Computing. In principle, 

different, larger data refers to dealing with the massive scale of data, while Cloud computing is about 
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infrastructure. However, the simplification proposed by Big Data and Cloud technology is the main reason for 

their huge enterprise adoption. For example, Amazon's "Elastic Map Reduction" shows how the power of Cloud 

Elastic Computes is growing to process big data. The combination of the two enterprises gives a beneficial 

result for the organizations. Not to mention that both technologies are in the process of evolution, but combining 

them into big data and analysis becomes a large-scale and cost-effective solution. 

Since its inception, information technology (IT) has been exclusively available to technology companies, large 

organizations, government, and educational institutions. This happened before the cloud computing process, 

which many call "democratization" of information technology. With a wide range of ever-expanding masses, a 

significant reduction in costs, and an abundant selection of affordable applications, one can be empowered to 

use the best leverage of existing technology, often without any initial investment in any penny. The 

democratization of information technology has not only affected the cloud space, but also the big data. With 

open-source, Hadoop is growing rapidly, and the ability to analyze non-proprietary and available hardware is 

becoming more common. Along with this, we are now witnessing an explosion of information received through 

social media, messaging, e-mail, and so on. Organizations and individuals navigate the ever-growing labyrinth 

of data that is difficult to navigate, even if only to control and spread. This surge in the volume of data is now 

presenting a challenge to the cloud. Organizations have built their data architecture, storage policies, and best 

practices mainly working with structured data, whereas the unstructured data does not fit the traditional 

relational database management system (RDBMS) framework. The issue is how to manipulate and extract the 

essence of the data rather than simply storing and retrieving it. As pointed out during IBM InterConnect 2013, 

businesses can get increased value from data insights gained through big data analytics supported by a cloud 

infrastructure (Islam, M. et al, 2019). The explosion in unstructured data means that ways to harness the benefits 

of hybrid cloud and big data are more important than ever. The hybrid cloud model can assist organizations in 

addressing security concerns in their private cloud while leveraging the public cloud infrastructure for analytics 

services. It comes as no surprise that there has been a keen interest from government agencies, government 

bodies, and other organizations to try and extract meaningful insight from this maze of data, whether it be 

security-related or simply about patterns of consumers. On average, 2.5 billion gigabytes of data are created 

daily, consisting of 200 million tweets and 30 billion pieces of content shared on Facebook each month. Cloud 

computing and big data, while still in constant evolution, are proving to be the ideal combination. Together, they 

provide a cost-effective and scalable infrastructure to support big data and business analytics (Gandomi A. et al, 

2015) 

BIG DATA AND CLOUD COMPUTING  

Big Data  

The concept of big data became a major force of innovation across both academics and corporations. The 

paradigm is viewed as an effort to understand and get proper insights from big datasets (big data analytics), 

providing summarized information over huge data loads. As such, this paradigm is regarded by corporations as a 

tool to understand their clients, to get closer to them, find patterns, and predict trends. Furthermore, big data is 

viewed by scientists as a means to store and process huge scientific datasets. This concept is a hot topic and is 

expected to continue to grow in popularity in the coming years. Although big data is mostly associated with the 

storage of huge loads of data it also concerns ways to process and extract knowledge from it (Hashem I. et al., 

2015). The five different aspects used to describe big data (commonly referred to as the five "V"s) are Volume, 

Variety, Velocity, Value, and Veracity (Sakr & Gaber, 2014): 

 Volume: The word “Big” in Big data itself defines the volume. At present the data existing is in petabytes 

and is supposed to increase to zettabytes in nearby future. The social networking sites existing are 

themselves producing data in order of terabytes every day and this amount of data is definitely difficult to 

be handled using the existing traditional systems. 

 Variety concerns the different types of data from various sources that big data frameworks have to deal 

with.  

 Velocity in Big data is a concept which deals with the speed of the data coming from various sources. 

This characteristic is not being limited to the speed of incoming data but also speed at which the data 

flows. For example the data from the sensor devices would be constantly moving to the database store 

and this amount won’t be small enough. Thus our traditional systems are not capable enough on 

performing the analytics on the data which is constantly in motion. 

 Value concerns the true value of data (i.e., the potential value of the data regarding the information they 

contain). Huge amounts of data are worthless unless they provide value.  
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 Veracity refers to the trustworthiness of the data, addressing data confidentiality, integrity, and 

availability. Organizations need to ensure that data as well as the analyses performed on the data are 

correct.  

 

Fig. 1. Vs’ of Big Data (Abou E. et al, 2017) 

Cloud Computing 

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management effort or service provider interaction. Cloud 

computing could also be said to be a paradigm that promises theoretically unlimited on-demand services to its 

users. Cloud's ability to virtualize resources allows abstracting hardware, requiring little interaction with cloud 

service providers and enabling users to access terabytes of storage, high processing power, and high availability 
in a pay-as-you-go model (González-Martínez et al., 2015). This cloud model is composed of five essential 

characteristics, four service models, and three architecture models. 

Cloud Computing Characteristics 

Cloud computing has four main characteristics. These are on-demand capabilities, wide network availability, 

resource consolidation, fast resilience and measured services. These are the characteristics that set it apart from 

other computational paradigms. 

On-demand capabilities: The consumer can unilaterally provide computing capabilities such as server time and 

network maintenance, as needed automatically, without requiring human interaction with each service provider. 

Wide network availability: Features are available online and are available through standard mechanisms that 

facilitate the use of thin or dense client-side platforms (e.g., mobile phones, tablets, laptops and workstations). 

Consolidation of resources: The provider's computational resources are aggregated through a multi-leasing 

model using multiple consumers, with various physical and virtual resources being dynamically assigned and 

reassigned to each consumer demand. 

Fast elasticity: Opportunities can be elastically provided and issued, in some cases automatically, quickly and 

rapidly scaled to external and internal demand. 

Measured service:  Cloud systems automatically control and optimize resource usage by measuring capacity at 

some level of abstraction using the type of service (e.g. storage, processing, bandwidth and active user 

accounts). 

Cloud Architecture 

The three main models of cloud architecture have been developed overtime; private cloud, public cloud and 

hybrid cloud. 

Private cloud: Is the safest way to use cloud computing. Cloud infrastructure is provided for exclusive use by 

one organization consisting of multiple consumers (eg business units). It may be owned, managed և managed by 

a combination of an organization, a third party or part thereof; and it may exist on or outside the site. A typical 

core requirement of private cloud deployment requirements is the security requirements and regulations required 

by strictly segregating an organization's data storage and processing from accidental or malicious access through 

shared resources. In addition, cloud providers have taken the trend of increasing security, providing special 

environments, that is, renting special equipment, encrypting virtual private networks, as well as encrypted 
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storage to address the highest security concerns. Cloud providers may also offer data storage, transfer, or 

processing limited to specific geographic areas to comply with local privacy laws and regulations. 

The public cloud is provided for open use by the public. It can be owned, managed, run by a business, academic 

or government organization or a combination of both. It exists in the cloud provider area. 

Hybrid cloud: Hybrid cloud architecture combines private and public cloud deployment. This is often an 

attempt to gain security and elasticity, or an attempt to provide cheaper base load and fragmentation capabilities. 

Some companies have extremely short load periods, e.g. Friday for retail due to seasonality or marketing events 

such as sponsoring a popular TV event. These events can have a huge economic impact on organizations if they 

are poorly maintained. The hybrid cloud allows the main cargo to be serviced internally and to lease a range of 

resources in a short period of time to meet the extreme demand. This requires a great deal of operational 

capacity in the organization to run smoothly across a private "public cloud". Hybrid or private cloud deployment 

tools exist for Amazon Web Services, such as Eucalyptus. In the long run, the additional costs of a hybrid 

approach are often not justified, as cloud providers offer large discounts on multi-year commitments. This 

makes base load base services attractive to the public cloud as it is accompanied by a simpler deployment 

strategy. 

 

Fig. 2. Cloud Computing Architecture Diagrams (Islam, M. et al, 2019) 

 

Managing Big Data in Cloud Computing Environments:  

Cloud Computing is an environment based on using and providing services. There are different categories in 

which the service-oriented systems can be clustered. One of the most used criteria to group these systems is the 

abstraction level that is offered to the system user. In this way, three different levels are often distinguished: 

Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). (Abou E. et 

al, 2017) 

Software as a Service (SaaS) is a model that provides the user with access to already developed applications that 

are running in the cloud. The access is achieved by cloud clients and the cloud users do not manage the 

infrastructure where the application resides, eliminating with this the way the need to install and run the 

application on the cloud user’s own computers.  

Platform as a Service (PaaS): is a model that delivers to the user development environment services where the 

user can develop and run in-house built applications. The services might include an operating system, a 

programming language execution environment, databases and web servers.  

Infrastructure as a Service (IaaS) is a model that provides the user with virtual infrastructure, for example 

servers and data storage space. Virtualization plays a major role in this mode, by allowing IaaS-cloud providers 

to supply resources on-demand extracting them from their large pools installed in data centres. (Balachandran 

M. et al. 2017) 
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Fig. 3. Illustration of the layers for the Service-Oriented Computing (Abou E. et al, 2017) 

BENEFITS OF BIG DATA ANALYSIS IN CLOUD 

There are multiple benefits of big data analysis in Cloud. 

1. Product recommendation - It is obviously very clear that the adoption of big data and analytics have 

proved to be a very powerful strategy for online businesses. The influence of the huge data of the 

customers on the business is turning to be very significant and economic tool for strengthening a 

business. Storing and working on huge data has been always a challenge for any trade. Big data has 

constructed the road for managing such huge data making business much simpler and profitable.  

2. Lowering the Cost: Both Big data and Cloud technology delivers value to organizations by reducing 

ownership. Cloud enables customers for big data processing without large-scale big data resources. 

Hence, both Big Data and Cloud technology are driving the cost down for enterprise purposes and 

bringing value to the enterprise. 

3. Faster, better decision making: Analytics has always involved attempts to improve decision making, 

and big data doesn’t change that. Following the Big data analytics really makes the business managers 

good decision makers. Large organizations are seeking both faster and better decisions with big data, and 

they’re finding them. Driven by the speed of Hadoop and in-memory analytics, several companies are 

focused on speeding up existing decisions.  

4. Security and Privacy: Data security and privacy are two major concerns when dealing with enterprise 

data. Moreover, when your application is hosted on a Cloud platform due to its open environment and 

limited user control security becomes a primary concern. On the other hand, being an open-source 

application, big data solutions like Hadoop uses a lot of third-party services and infrastructure. Hence, 

nowadays system integrators bring in Private Cloud Solution that is elastic and scalable. Furthermore, it 

also leverages Scalable Distributed Processing. Besides that, Cloud data is stored and processed in a 

central location commonly known as Cloud storage server. Along with it the service provider and the 

customer signs a service level agreement (SLA) to gain the trust between them.  

BIG DATA IN THE CLOUD  

Moving Data Management to Cloud 

1. Data management system has different stages of the data life cycle, such as data retrieval, extract-

transformer-load (ETL), data processing, data archiving, and deletion. The following factors should be 

considered before moving one or more phases of a data life cycle to a cloud. 

2. Availability guarantees. Each cloud meter provider can provide some guarantee of availability. 

Transaction data processing requires fast, real-time responses, while long-term queries are used for data 

warehousing to generate reports. Consequently, one may not want to put their transaction data in the 

cloud but may be willing to put the analytics infrastructure in the cloud. 

3. Reliability of Cloud Services. Before unloading data management in the cloud, businesses want to ensure 

that the cloud provides a reliable level needed for data service. By creating multiple copies of the 

components, the cloud can provide the service with the required service reliability 
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4. Security. Data that is subject to strict privacy regulations, such as medical information contained in the 

Health Insurance Portability and Accountability Act (HIPAA), will require users to log in to their secure 

database server. 

5. Sustainability. Database management is a highly skilled operation that involves deciding how data should 

be organized, indicators, views, and so on. Care must be taken to assess whether all of these storage 

operations can be performed on cloud data. 

Cloud has enabled businesses to radically change the way data is created, processed, and shared. This approach 

is preferable in performing analytical applications in meeting growth requirements, in combination with cloud 

computing, offering significant advantages (Curino, C. et al, 2011) 

Cloud-based big data analytics is a service delivery model in which elements of the big data analytics process 

are provided through the public or private cloud. It uses a variety of analytics tools and techniques to help 

businesses extract information from the masses and present it in a way that is easily categorized: accessible 

through a web browser. Cloud-based data analysis software and services are usually offered under a 

subscription-based or utility (fee-for-use) pricing model. This service model is called Cloud Analytics as a 

Service (CLAaaS). In this model, analytics is available through a cloud computing platform. An analytics 

service based on such cloud data will enable businesses to automate processes anytime, anywhere. Examples of 

such cloud-based analytics products and services include hosted data warehouses, software as a business 

intelligence service (SaaS BI), and cloud-based social media analytics. Data stored in the cloud database can 

assist businesses in their decision-making processes. In the case of big data based on the cloud, analysts not only 

have more data to work with but also the processing power to manage a large number of records with multiple 

attributes. This has the potential to increase predictability. The combination of big data and cloud computing 

also allows analysts to study new behavioural data, such as the sites they visit or post daily. Large amounts of 

data storage and processing require variability, error tolerance, and availability. Thus, big data and cloud 

computing are two compatible concepts, as the cloud allows large amounts of data to be accessible, scalable, 

and error-free. 

A large number of enterprises build efficient, agile cloud environments, few of which state: Google, IBM, 

Amazon, and Microsoft offer ways to consume big data on demand. Next, we present two example, Netflix and 

SwiftKey which discuss successful use of big data in the cloud. Netflix is the world’s leading internet television 

network, with more than 100 million members in more than 190 countries enjoying 125 million hours of TV 

shows and movies each day. Netflix uses AWS for all its computing and storage needs, including databases, 

analytics, recommendation engines, video transcoding. Netflix collects a massive amount of behavioural data 

and it then uses this data to create a better user experience. Big data helped Netflix massively in their mission to 

become the king of stream. By deciding which program will be of interest to the user and the recommendation 

system actually influences 80% of the content we watch on Netflix. SwiftKey, SwiftKey is a language 

technology founded in London in 2008. This language technology aids touch screen typing by providing 

personalized predictions and corrections. The company collects and analyzes terabytes of data to create 

language models for many active users. Thus, the company needs a highly scalable, multilayered model system 

that can keep pace with steadily increasing demand and that has a powerful processing engine for the artificial 

intelligence technology used in prediction generation. To achieve its goals, the company uses Apatche Hadoop 

running on Amazon Simple Storage Service and Amazon Elastic Compute Cloud to manage the processing of 

multiple terabytes of data. By using this new solution, SwiftKey is able to scale services on demand during peak 

time (Hashem I. et al., 2015). 

Major Benefits for Business Organizations  

 On-demand self-service: As the name describes, organizations can expand the storage or service at a 

click of the button without any human help. Organizations can establish big data infrastructure as quickly 

as possible.  

 Data and Information over the net: Information is available over the network and can be accessed 

anytime through the net by different devices such as laptop, mobile, ipads etc.  

 Resource pooling: Provider resources are grouped and used efficiently by multi-tenant model. Resources 

include storage, memory, VMs etc.  

 Rapid elasticity: Resources (both hardware & software) can be increased or decreased efficiently and 

effectively in quick span of time. Customers can purchase the resources for any quantity and at any time.  
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 Cost effective: Resource usage can be monitored and would be charged on the basis of usage. This 

system is very transparent which makes the provider and the user more comfortable to adopt it. Big data 

technologies such as Hadoop and cloud-based analytics bring significant cost advantages when it comes 

to storing large amounts of data – plus they can identify more efficient ways of doing business.  

CONCLUSIONS  

With data increasing on a daily base, big data systems and in particular, analytic tools, have become a major 

force of innovation that provides a way to store, process and get information over petabyte datasets also helps to 

make more accurate analysis, leading to a better decision making. Cloud environments strongly leverage big 

data solutions by providing fault-tolerant, scalable and available environments to big data systems. Therefore, 

Business organizations are in need to consider big data to make more accurate analysis, leading to a better 

decision making. Within this paper we provide an overview of big data in cloud environments, highlighting its 

benefits and showing that both technologies work very well together also presenting the successful use of big 

data in the cloud. 
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