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Abstract 

The outbreak of covid 19 pandemic followed by the implementation of lockdown in most countries around the 

world has in a great way led to the increase in cybercrime worldwide. This paper seeks to establish that there 

was indeed an increase in cybercrime during the lockdown which took place between the month of March and 

the month of June 2020. It will also examine the genesis of the various laws that regulate the use of the 

cyberspace, the various offences and penalties provided by these laws for any illegal activities, focusing 

specifically on the Nigeria cyber laws. It will vividly elucidate the historical background as is relates to the 

evolution of information technology, the use of computers, the advent of the internet, the negative challenges 

associated with its use, the introduction of cybercrime laws and a recommendation as to what is to be done to 

educate the youths in tertiary institutions of learning in order to prevent corruption from the grass root and to 

ensure sustainable economic growth leading to national development.  
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Introduction  

The advent of information technology and the use of the internet has invariably ushered ease in the area of 

business transaction, communication and interaction globally. But aside the positive aspect of this innovation it 

has also brought with it a new set of alien crimes that were not contemplated in the regular adjectival laws of the 

various entities globally, thereby creating a lacuna in all legal systems. 

Cybercrime can be defined as unauthorized access to data which belongs to some else or organization through 

the use of a computer or information technology.  According to the definition by Oxford dictionary, cybercrime 

is a ‘crime that is committed using the internet, for example by stealing somebody’s personal or bank details or 

by infecting their computer with a virus’.
1 
  

Historical Background 

The earliest cybercrime date as far back as 1834 when the French Telegraph System was hacked by cyber 

thieves to steal financial market information.
2
 The first cybercrime conviction was however made in the United 

States of America in 1981, when Ian Murphy was found guilty when he hacked the American Company to 

manipulate its internal clock to enable free calls at peak times.
3
 Contrary to the position in Ian Murphy's case 

many legal systems have been faced with a lot of challenges associated with proper prosecution of cybercrime 

suspects as a result of lack of legislation. For instance in the English case of R. V Gold & Schifreen (1988) 1 

AC 1063,
4
 it was a case of unlawful access to a computer system, but the House of Lords discharged and 

acquitted the suspects due to the absence of enabling laws to effect a conviction, but with the passage of the 

Computer Misuse Act 1990,
5
 the lacuna was properly tackled. In 2010, the Economic Community of West 

African States (ECOWAS) adopted the ECOWAS Directive on Cyber Crime 2010.
6
 In 2014, the African Union 

(AU) also adopted the African Union Convention on Cyber Security and Personal Data Protection 2014.
7
 And in 

2015, Nigeria enacted the Cybercrime (Prohibition, Prevention, ETC) Act 2015.
8
 This statute is of general 

application as it is applicable throughout the Federal Republic of Nigeria. It prohibits and prescribes punishment 

for cybercrime in Nigeria.  

Research has shown that there was considerable increase in cybercrime during the Covid-19 lockdown. The 

United Nations (UN) stated that there was an increase in phisting websites with a rise of up to 350%, which 

according to Vladimir Ivanowich Voronkov, Undersecretary for UN Counter Terrorism, were due to increase in 

cybercrime which was experienced during the months of the lockdown.
9
 The Cambridge Cybercrime Center, 

stated that the increase in cybercrime attack during the period in question was threefold, rising from an average 

of 12,000 cases per day to as high as 30,000 cases per day.
10

 An online survey which was carried out using a 

sample of 1,064 British adults from age 18 to 75 years revealed that an average of one person out of five in the 
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United Kingdom felt more at risk during the lockdown. And in Scotland, 55% of the people surveyed said they 

felt at risk of someone having unauthorized access to both their bank and social media accounts.
11

 A research 

conducted in Australia by NortonLifeLock Digital Transformations, said that one in six persons had experienced 

some form of cybercrime during the lockdown as a greater percentage of the people had to resort to the use of 

online transactions.
12

 According to the report by the Guardian, the percentage of attacks targeting those working 

from home in the United Kingdom rose from 20% to as high as more than 60% during the period of lockdown.
13

 

In India, according to the National Commission for Women (NCW), the statistics show that the cybercrime 

complaint received rose to as high as 54 cases in the month of April 2020,  in comparism with 21 and 37 cases 

received in February and March respectively.
14

 An investigation carried out by the Rwanda Investigation Bureau 

said that the amount of money lost to cybercriminals rose from Rwf25.9 million from the month of January to 

March 2020, which was before the lockdown, to Rwf44.6 million within three months of the lockdown, 

representing 72% increase.
15

  

Legal Framework 

Before the passage of the Cyber Crime Act, Nigeria did not have the relevant laws to effectively prosecute 

offenders who committed cybercrimes. Only in a few instances where the law enforcement agents were able to 

obtain confessional statements from the suspects was proper prosecution and conviction made for the offense 

popularly called "419".
16 

The 2015, Act which is basically tailored along the ECOWAS directive and the African Union Convention is 

robust. It criminalizes notably amongst other offences, unauthorized access to critical national infrastructure, 

hacking, internet fraud, child pornography, cyber stalking and bulling, spread of racist and xenophobic materials 

to the public through the use of computers, theft of electronic devices, falsification of electronic signatures with 

intent to defraud, fraudulent issuance of e-instructions, manipulation of ATM/POS terminals, etc. 

Section 2 of the Act gives the President power to designate certain networks as critical national infrastructure. 

These infrastructure include networks of major sectors like the electric power, transportation (including land, 

water and air), oil and gas,  communication technology, both government and private emergency systems. 

Section 5 prescribe penalty for contravening these networks. The penalty on conviction is 10 years without an 

option of a fine. But where in the course of committing the crime grievous bodily injury is sustained by another 

person, the penalty will be 15 years imprisonment without an option of a fine. If the process of committing the 

crime leads to the death of another person, the penalty is life imprisonment. This is however the highest penalty 

under this Act unlike under the Criminal Code
17

 and the Penal Code
18

 where the offense of murder upon 

conviction is death penalty. 

Section 9 of the Act prohibits the interception of electronic messages, emails and electronic money transfer. If 

an offender is found guilty under this section, where the offence is committed for the first time, upon conviction 

will be liable to a term of 7 years imprisonment and if the offense is committed for a second time, upon 

conviction will be liable to a term of 14 years imprisonment without an option of a fine.   

Section 18 of the Act prohibits the use of the cyber space, computer system or network for acts of terrorism. A 

person found guilty under this section is liable on conviction to life imprisonment. The provisions of this section 

are same with the provisions of the Terrorism (Prevention) Act 2011.
19 

Section 19 criminalized identity theft and impersonation. It provides to the effect that if an employee commits 

identity theft of his employer, other staff or service provider with the intent to defraud, he is guilty of an offence 

and upon conviction will be liable to a term of 7 years or a fine of N5,000,000 or both fine and imprisonment. It 

also states that where the offender impersonates a person or an entity whether dead or living with intent to 

defraud, if he is found guilty, upon conviction he is liable to 5 years imprisonment or fine of N7,000,000 or 

both. 

Section 23(1) of the Act prohibit child pornography. For the purpose of clarity, the word 'child' or 'minor' has 

been defined in Nigeria as any person who is under the age of 18 years. The Act has prohibited the production, 

distribution or transmission either for oneself or for another person. If a person is found guilty under this 

subsection the offender will be liable on conviction to a term of 10 years imprisonment or a fine of N20,000,000 

or both. 

Section 26 of the Act criminalizes the spread or distribution of racist and xenographic material through the use 

of a computer system or network. The Act has defined 'racist and xenographic material' to mean any written 

work or printed material or some other idea or theories which  advocate or incite hatred, discrimination or 

violence against an individual or a group of persons due to their race or colour or ethnic origin. If the offender is 
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found guilty under this section he will be liable on conviction to a term of not more than 2 years imprisonment 

or a to a fine of not more than N5,000,000 or both fine and imprisonment. 

Conclusion 

It is settled that 'ignorance of the law does not constitute a defense'.
17

 All legal systems around the globe have 

experienced a lacuna in their various criminal prosecution and procedural systems due to the advent of 

information technology, the use of computers and the internet which were alien to the regular substantive 

adjectival laws that have been in force. Nevertheless, necessity being the mother of invention, the various legal 

systems have successfully promulgated and established laws to bridge this gap. The Cybercrime (Prohibition 

and Prevention ETC) Act 2015, treated extensively computer and cyber related crime in Nigeria. Although new 

crop of crimes continue to evolve as a result of technological advancement, the law is also dynamic and can be 

readily enacted to cement any lacuna.  

Recommendation 

The advent of information technology and the use of the internet and cyber space have become indispensable 

among the individual, households, corporations, legal entities and governments globally and its usage increases 

by the minute amongst our youths. It is based on this premise that it has become necessary to educate the youths 

to be abreast with rules and laws that regulate the use of the cyber space. I will recommend therefore that a 

course in cybercrime law be introduced in our tertiary institutions of learning especially in TVET, to put our 

youths in the know in order to avoid any act that might constitute cybercrime offence. Millions of Naira has 

been lost daily by individuals and corporations who have fallen victim of these criminals, having a negative 

impact on the economy.   

The prevailing practice in our tertiary institutions in Nigeria is that new students in their 100 level/ND1 take a 

basic law course [Principles of Law] in their first year and subsequently those under management studies take 

relevant law courses [e.g Business law, Labor law] in their  various  fields  of study . Usually the engineering 

major students like those in ICT and other technical fields are exempted from taking further law courses and this 

in my opinion should be rectified.  Below are some specifically proffered recommendations in this regard:  

 Cyber Law as a law course should be introduced into the curriculum in our tertiary institutions by the 

relevant educational authorities. 

 The inclusion of Cyber law as a course for all final year students. 

 Cyber Law as a course should not be streamlined only to students under management studies but should 

include students especially those in information technology [IT] and computer engineering students under 

the ICT department. 

 Law lecturers in technical tertiary institutions should be encouraged to engage in research and be 

conversant with the ever evolving cyber laws around the world in order to disseminate current legal 

knowledge on cyber regulations to their students. 

 It is hoped that by adopting these recommendations, Nigeria as a nation will be able to positively educate 

our youths on these cyber laws and the penalties attached to their contravention. This I believe will go a 

long way to deter our youths from engaging in these crimes thereby leading to economic growth.  
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